UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG NGOQC HA Doc 1ap - Tw do - Hanh phic

S6:270 /UBND-VP Ngoc Ha, ngay 05 thang 8 nam 2025
V/v canh bao 16 hong bao mat nghiém
trong ton tai trong san pham
Microsoft SharePoint On-premises va
céc thiét bi Router, wifi TP-Link cii

Kinh gui:
- Thu trudng cac phong, ban, don vi thuoc phuong;
- Hi€u truong céac truong MN, TH, THCS thudc phuong.

Thuce hién vin ban sb 5235/CAHN-PA05 va 5236/CAHN-PAO5 ngay
29/7/2025 cua Cong an Thanh phd Ha Noi vé viéc canh bao 16 hong bao mat
nghiém trong ton tai trong san pham Microsoft SharePoint On-premises va thiét
bi Router TP-Link cii. Nham dam bao an toan thong tin cho cac hé théng thong
tin, UBND phuong yéu cau céc phong, ban, don vi, cac truong MN, TH, THCS
trén dia ban phuong thyc hién cac ndi dung sau:

1. B6i véi cac don vi c6 cac trang web riéng sir dung san pham Microsoft
SharePoint On-premises thuc hién ra soat, cap nhat ban va ngay lap tic, cai dat
cac ban cap nhat bao mat do Microsoft cung cap. Giam sat va kiém tra dinh ky,
ap dung ciu hinh bao mat, ngit két ndi Internet néu khong thé va ngay.

2. Cac don vi con stir dung cac mau Router, wifi TP-Link cii, dd ngimg hd
tro thuce hién ra soat, théng ké va kiém tra model, tinh trang ho tro tir nha san XUuat.
C6 ké hoach thay thé ddi v6i cac mau Router, wifi TP-Link cii, ¢3 ngimg hd tro
cap nhat Firmware bang cac thiét bi Router méi hon. Khong str dung Router cil
dé két ndi Internet, dic biét 1a trong cac don vi hanh chinh.

3. Thuong xuyén cap nhat phﬁn mém, sao luu dit liéu dinh ky, stt dung mat
khau manh va xac thuc da yéu td, gidi han quyén truy cap. Trién khai cac giai
phap giam sat mang dé phat hién sém cac dau hiéu tdn cong hodc hoat dong bat
thuong.

4. Pho bién, quan triét ti toan thé can bo, cong chirc, vién chirc chap hanh
nghiém cac quy dinh ciia phap luat, huéng dan vé bao dam an toan, an ninh mang,
bao v¢€ bi mat nha nudc trén khong gian mang.

(Giri kém theo Vin bdn so 5235/CAHN-PA05va 5236/CAHN-PAO5 ngay
29/7/2025 ciia Céng an Thanh phé Ha Ngi)



Két qua kiém tra, ra soat, khac phuc dé nghi gui vé UBND phudng Ngoc
Ha (qua Vén phong HPND va UBND phurong) truée 17h00 ngay 08/8/2025 dé
tong hop, bao cdo theo quy dinh.

UBND phuong Ngoc Ha yéu cau cac don vi nghiém thc thyc hién.

Noi nhdn:

- Nhu trén (dé thye hién);

- b/c Chu tich UBND phuong;
- Cac d/c PCT UBND phuong;
(dé bdo cdo);

- Luu VT.
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